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DAE Département 3 : Réseaux,

Systémes et Services

DEPARTMENT HEAD

Ye-Qiong Song Department 3, entitled Networks, Systems and Services, is com-
posed of four research teams.

COAST team focuses on large-scale web- and cloud-based trust-
worthy collaborative service systems, moving definitely away
from the traditional central authority-based collaboration ap-
proach. OPTIMIST tackles the optimization issues of com-
plex and combinatorial systems by both developing fundamental
models and solving practical optimization problems raised by a
broader rang of sectors (e.g., computer networks and systems,
transportation, energy systems, etc.). RESIST works on network
and service monitoring and management with a strong emphasis
on the security issues of Internet and loT as well as on large-scale
experimental platform development (e.g., Grid'5000). SIMBIOT
aims at developing distributed and embedded solutions for loT
and cyber-physical systems capable of providing real-time quality
of service and high resilience.

While each team works on its specific research topics to achieve
clearly defined targets, the four teams of D3 also share common
backgrounds and some cross-team research topics, including dis-
tributed systems and algorithms, optimization algorithms and
tools, resource allocation, simulation and co-simulation tools,
large-scale network and system emulation and experimental plat-
forms (e.g. Grid5000). They mainly interact each other through
cross-team PhD thesis and joint projects. In addition, the de-
partment seminars and PhD days are common places to ex-
change and boost new project ideas.
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DAE Département 3 : Réseaux,

Systémes et Services

1. Retour sur I'évaluation 2011-2016

Critere 1 : qualité et production scientifiques

Appréciation et recommandations : Le département D3 se situe a un tres bon niveau a 1’échelle
nationale sur l’ensemble de ses thématiques et au meilleur niveau international en gestion de réseau.
Les contributions sont significatives et le comité d’experts apprécie le soin apporté a la méthodologie
d’expérimentation, au développement logiciel et a la mise en ceuvre de plateformes. Le comité d’experts
encourage le département a adopter une politique claire sur les activités en perte de vitesse et a inciter
ses membres & publier dans des supports a plus large spectre. Rappelons que les deux thématiques en
perte de vitesse indiquées par le comité d’évaluation HCERES sont le calcul haute performance
(HPC) et les réseaux embarqués temps réel, liées notamment a la disparition des deux équipes
ALGORILLE et TRIO pendant la précédente période d’évaluation (2011-2016). Le département
a su définir sa politique claire vis & vis de ces deux thématiques (abandon de HPC et maintien
de réseaux temps réel), tout en restructurant les équipes existantes pour mieux intégrer les
membres restant sur ces deux thématiques. C’est ainsi que 1’équipe RESIST a pu développer
un axe fort en plateformes expérimentales large-échelle (e.g., Grid’5000) autour d’un ancien
membre d’ALGORILLE, et ’équipe SIMBIOT a développé deux axes : I'un sur 'algorithmique
distribuée et parallele pour les systémes embarqués dont la puissance ne cesse de croitre avec
des architectures multi-coeur et GPU, I'autre se focalise sur la qualité de service temps réel dans
les réseaux embarqués et Internet des objets pour des systemes cyber-physiques qui a connu un
besoin croissant dans 'industrie 4.0.

Par ailleurs, nous avons élargi le spectre de nos supports de publications, que ce soit en
réseaux, systemes distribués et optimisation (cf. section 2.5).

Critére 2 : rayonnement et attractivité académiques

Appréciation et recommandations : Le département jouit d’une trés bonne reconnaissance interna-
tionale : comités éditoriaux de revue, pilotage de groupes de travail de standardisation. Son implication
dans I'animation de la recherche nationale est excellente. Les nouvelles équipes créées devront trouver
leur place au niveau international pour émerger réellement. SIMBIOT et OPTIMIST doivent définir des
axes de recherche suffisamment clairs pour obtenir un excellent niveau de reconnaissance. Le département
doit réfléchir a une politique d’attractivité, qui lui permette, sur le long terme, de recruter de nouveaux
chercheurs.

SIMBIOT a défini trois axes de recherche portant sur les méthodes et outils de conception,
les algorithmes paralleles et distribués, et la qualité de service des réseaux pour les systéemes
cyber-physiques. OPTIMIST s’est focalisé sur le développement des méthodes d’optimisation
pour la résolution des problemes complexes, avec des vraies applications dans les domaines de
réseaux, cloud, transport et énergie. Ces fléchages thématiques clairs ont permis d’obtenir des
résultats publiés dans des journaux et conférences internationaux de premier plan (cf. section
2.5).

En termes d’attractivité, nous avons recruté 1 PR (2018), 1 MCF et 1 CR Inria en 2021.
Nous avons aussi accueilli et intégré trois collegues de Metz (1 PR dans OPTIMIST et 2 MCF
dans SIMBIOT). Enfin nous avons une chaire Inria internationale et ProfessorQUL depuis 2017.
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Le recrutement de chercheurs (CR et DR) reste toujours un point de difficulté, ceci malgré
nos efforts de présenter pendant plusieurs années des tres bons candidats aux concours de CR
Inria et CNRS. Nous allons poursuivre cet effort en repérant en amont d’excellents candidats
potentiels, en les invitant a faire des séminaires au département et les aidant a préparer leur
dossier d’intégration.

Critére 3 : interactions avec I’environnement économique, social, culturel et
sanitaire

Appréciation et recommandations : Le département D3 a de tres fortes interactions avec I'environ-
nement économique, social, culturel et sanitaire. Le transfert est un point fort du département, qui doit
rester vigilant pour conserver un bon équilibre entre recherche et ingénierie. Le département D3 déve-
loppe de nombreuses interactions avec les entreprises ; il est aussi tres actif dans la médiation scientifique,
ou toutes les équipes sont impliquées et certains membres ont des actions remarquables et reconnues au
niveau régional, national et européen. Le département doit poursuivre son investissement tout en fai-
sant face au départ ou a la prise de responsabilités de certains membres tres impliqués sur ces sujets. Il
faut aussi veiller a ce qu'une activité de valorisation et de transfert trop importante n’oriente pas trop
fortement certaines activités de recherche vers des problématiques trop centrées sur l'ingénierie.

Une part importante de nos activités releve de la recherche appliquée avec la nécessité de
validation expérimentale. Maintenir ce contact privilégié avec le monde socio-économique est
primordial pour nous alimenter en problématiques de recherche, en plateformes expérimentales
et en valorisation et transfert. Nous avons veillé a ce que chaque contrat comporte un volet
recherche clairement identifié, avec dans la mesure du possible une thése ou un post-doctorat.

Critere 4 : organisation et vie du département

Appréciation et recommandations : Le département a connu une forte restructuration qui doit se
poursuivre. Il doit veiller a ce que les thématiques de recherche ne s’éparpillent pas sur un spectre trop
large. Il doit aussi développer I'animation scientifique qui s’avere cruciale pour accroitre les interactions
entre équipes et développer sa cohérence interne. Le département pourrait tirer davantage profit de ses
multiples compétences pour susciter des projets au carrefour de plusieurs équipes (stages de master, doc-
torants, participation conjointe a des projets collaboratifs). Le département devrait également encourager
ses membres a passer leur habilitation a diriger des recherches.

Depuis la derniere restructuration, la composition du département est restée stable avec 4
équipes. Les thématiques de recherche sont clairement définies dans les équipes. Le département
veille & ce que l'ensemble des thématiques du département soit cohérent. Il incite fortement
les interactions inter-équipe, au travers notamment de plusieurs theses inter-équipes et inter-
départements.

Le département, tout comme le laboratoire, encourage constamment ses membres & passer
leur HDR, en donnant par exemple la priorité aux nouveaux HDR lors de l’attribution des
contrats doctoraux. Malgré cela, durant la période, seulement 2 HDR sont soutenues dans le
département, ce qui reste encore faible au vu de son potentiel. Toutefois, la récente restriction sur
le nombre total d’autorisations de co-encadrement d’un non-HDR devrait accélérer le processus.

Critere 5 : implication dans la formation par la recherche

Appréciation et recommandations : Le département a une tres forte implication dans la formation
par la recherche et dans les structures doctorales. En revanche, son implication dans I’encadrement de
doctorants et de post-doctorants n’est pas suffisante. Le département doit poursuivre ses efforts pour
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recruter et former plus de doctorants et de post-doctorants, et maintenir un ratio plus équilibré entre
post-doctorants et ingénieurs.

Les membres du département sont constamment impliqués dans la responsabilité de la com-
mission mention informatique de I’école doctorale IAEM. Par rapport a la période précédente
(2011-2016), le nombre de theses soutenues pendant la période 2016-2021 a fortement progressé,
passé de 27 a 45 (dont 33 durant 2016-2020, et 12 en 2021). Le nombre de post-doctorants a
bien augmenté, passé ainsi de 16 a 20, tandis que le nombre d’ingénieurs a diminué, passé de 49
a 26, ce qui donne un ratio plus équilibré entre post-doctorants et ingénieurs.

Critére b6 : perspectives et stratégie scientifique a cinq ans

Appréciation et recommandations : Le projet des équipes du D3 est fondé sur des thématiques
prometteuses : [...] Toutefois, le réle du département est essentiel pour mener a bien les évolutions pré-
vues et insuffler une vraie dynamique d’échanges qui permettra a terme d’ajuster sa structuration. Le
département D3 a connu de trés nombreuses évolutions. Il lui faut maintenant assurer la cohérence, a la
fois au sein des équipes et entre les équipes. L’unité doit réfléchir au futur des activités de recherche en
calcul haute performance, [...] En présence de compétences trés variées en son sein, I’équipe SIMBIOT
doit affiner son projet de recherche, en préciser I’objectif global, mettre en évidence ses spécificités, no-
tamment en termes d’approche méthodologique et de domaine d’application. Il faut éviter l'isolement de
I’équipe OPTIMIST au sein du département. Il faut I’encourager a poursuivre ses collaborations avec
les autres équipes du département. Le theme sur optimisation verra sa pertinence renforcée dans le
contexte du département quand I’équipe OPTIMIST étudiera de maniere prioritaire, du point de vue de
Poptimisation, les systeémes étudiés par les autres équipes du département.

La structure du département 3 s’est bien stabilisée pendant la période. L'unité et le dé-
partement ont pris acte de la disparition de la thématique calcul haute performance, tout en
maintenant le noeud important Nancéien de Grid’5000 en tant qu’infrastructure et plateforme
expérimentale pour la recherche reproductible, non seulement en HPC, mais aussi et surtout
en cloud/Edge, big data et réseaux. Cette politique est ainsi renforcée par le recrutement d’un
ingénieur CNRS dans le service SISR qui coordonne 1’ensemble des activités. SIMBIOT a affiné
son projet de recherche selon trois axes, mettant en évidence la complémentarité des com-
pétences variées en algorithmes distribués, réseaux et systémes multi-agent pour les systemes
cyber-physiques (cf. site web de I’équipe : https://simbiot.loria.fr/ et le portfolio D3-1 qui
contient une synthese plus détaillée du département 3 et un rapport d’activités de SIMBIOT
pour 2016-2020). OPTIMIST a vu ses effectifs renforcés avec l'intégration d’'un PR en 2018.
Malgré sa taille modérée (4 permanents dont 3 HDR), I’équipe se positionne comme experte
en modélisation de systemes complexes et en développement des méthodes d’optimisation com-
binatoire et programmation linéaire et non-linéaire. L’optimisation des systémes distribués et
réseaux, certes privilégiée par le département, n’est que I'un de ses domaines d’applications. Elle
a su développer des résultats visibles dans d’autres domaines, tels que le transport intelligent,
I'ingénierie de procédés chimiques, etc. (cf. site web de I’équipe : http://optimist.loria.fr/
et le portfolio D3-1 qui contient une syntheése des activités ’OPTIMIST pour 2016-2020).
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2. Domaine 3 : Production scientifique

2.1. Référence 1 : La production scientifique de I’équipe satisfait a des critéres
de qualité.

2.1.1 Synopsis

L’Université de Lorraine a demandé aux laboratoires de rédiger pour juin 2021 les bilans
des laboratoires en vu de ’évaluation HCERES 2016-2020. Ce document est présenté dans le
Portfolio D3-1, et nous y référengons régulierement dans le présent document. Pour faciliter la
lecture des évaluateurs, nous avons extrait des éléments de notre rapport 2016-2020 pour les
reproduire ici; nous les avons cependant laissé en anglais, ce qui explique le mélange de langues
dans ce présent document. Il est a noter que des éléments issus du bilan 2021 sont inclus dans
ce présent document.

2.1.2 Composition

Le département 3 (Réseaux, Systémes et Services) est composé (en fin 2021) de 29 enseignants-
chercheurs et chercheurs permanents (10 PR, 16 MCF, 3 CR) et d’une cinquantaine de non
permanents dont 25 doctorants; voir portfolio D3-1 pour les détails sur 1’évolution des effectifs
(2016-2021).

Le département est structuré en 4 équipes :

COAST Web scale trustworthy collaborative service systems, EPC Inria.

OPTIMIST Optimization methods for integrated systems.

RESIST Resilience and elasticity for security and scalability of dynamic networked sys-
tems, EPC Inria.

SIMBIOT Simulating and building IoT.

2.1.3 Research topics

[Extrait du Portfolio D3-1, Section 2.]

The research topics of Department 3 cover web- and cloud-based distributed collaborative
systems, operational research and optimization, networks and IoT monitoring and management,
networked and embedded cyber-physical systems. The main goals include providing performant
and trustworthy distributed collaborative systems, solving NP-hard problems raised by real-
world complex applications, ensuring cyber-security and scalability of large-scale networks and
systems, guaranteeing the quality of service and dependability in IoT and cyber-physical systems.

In brief, the four teams of Department 3 have produced important results published in
high ranking conferences and journals of their respective research topics. Their specificity and
visibility can be further characterized as following :

— COAST has extensively contributed to the understanding of decentralized collaborative
services, especially with its highly visible results on CRDT (Commutative Replicated Data
Type). In addition, the team has also a very good relationship with the software industry
thanks to its recognized expertise on service composition and orchestration (attested by
its 1M euros OpenPaaS research project, among others).

— OPTIMIST, with its strong expertise on complex system modeling and optimization me-
thods, has attracted a high number of collaborative research projects in a broad spectrum
of application domains (e.g., transportation, computer networks, energy). With only a
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small number of permanent staffs (3, then 4), the team has also produced a high number
of journal publications.

— RESIST team is particularly visible at the international level in the network monitoring
and management community where it takes leadership. It has developed important results
on several hot topics (e.g. SDN-based new network management approaches, Machine
learning for network traffic analysis with a strong focus on network security issues). Its
visibility is also demonstrated by its high number of H2020 and ANR projects and strong
industrial collaborations.

— SIMBIOT has developed cross-topic expertises that allowed the team to efficiently deal
with the complexity of the cyber-physical systems. In particularly the team is known for
its recognized expertise on UAV services and communication, on the quality of service in
industrial IoT protocols, and on the co-simulation framework with its associated Mecsyco
software.

In what follows, we present in more detail the research topics and main goals of each team.

COAST"s scientific foundations are grounded on distributed collaborative systems supported
by sophisticated data sharing mechanisms and on service oriented computing with an emphasis
on distributed orchestration and on non-functional properties.

Distributed collaborative systems enable distributed group work supported by computer
technologies. Designing such systems requires an expertise in distributed systems and in computer-
supported collaborative work research areas. Besides theoretical and technical aspects of distri-
buted systems, the design of distributed collaborative systems must take into account the human
factor to offer solutions suitable for users and groups.

The COAST team investigates the issues related to the management of distributed shared
data and coordination between users and groups, moving away from a centralized authority
based collaboration. From a service computing perspective, it means being able to orchestrate
applications made of services provided by different actors while ensuring a service level agree-
ment at an optimal cost. While the number of actors grows, it becomes difficult to control
every interaction. It becomes necessary to rely on trust among these actors to design effective
and usable applications. The design of distributed collaborative systems requires trust models,
based on users and system behavior. These models are the foundations to help users to make
decisions about sharing information or allowing access to large group of participants in a colla-
boration.

OPTIMIST focuses on modeling and solving complex and combinatorial optimization pro-
blems with the central issue of resource allocation. The team is essentially interested in real-world
applications requiring high performance in the fields of transportation and mobility, routing and
scheduling, energy and smart grid, telecommunication networks and process engineering. The
underlying problems are often NP-hard, and the team has to resort to design efficient algorithms
including dominance properties, constraint satisfaction, approximation scheme, decomposition,
heuristics and metaheuristics.

RESIST aims at designing, implementing and validating novel models, algorithms and tools
to go towards elastic and resilient networked systems so as to enhance their scalability and
security, assuming users, applications and devices whose volume and heterogeneity will continue
to increase.

Softwarization of networks and data analytics are key enablers for designing intelligent me-
thods to orchestrate — i.e. configure in a synchronized and distributed manner — both network
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and system resources. Intelligent orchestration leverages data analytics for decision-making. In-
put data reflecting the past and current states of the system can be used to extract relevant
knowledge including future states. Two approaches are pursued to generate knowledge and to
validate orchestration decisions. First, a running system is monitored in vivo. Second, in vitro
experimentation in controlled environments (simulators, emulators and experimental platforms)
allows us to reproduce a running system with a high accuracy and under different hypotheses.
Accordingly, the research activities are structured in four main axes : Monitoring, Experimen-
tation, Analytics and Orchestration.

The goal of SIMBIOT is the design and validation of “smart” Cyber-Physical systems, with
a focus on the adaptability properties of such systems in terms of calculations and commu-
nications, in order to increase their autonomy. The research program is divided into 3 axes :
1) Abstractions and architectures for multi-modeling, modular design, design and validation
of cyber-physical systems; 2) Efficient distributed computing algorithms in cyber-physical sys-
tems; 3) Communications architectures, protocols and Quality of Service (QoS) enhancement
to support real-time interactions in cyber-physical systems. For each scientific challenge, the
validation is carried out, among other things, by co-simulation and in-situ experimentation, this
constituting an orthogonal challenge to the three previous axes.

2.1.4 Main Results

Major results can be found in portfolio D3-1 Section 3, and in each team’s report. Instead
of giving a long list of them or a hardly understandable abstract of them, we choose here to
highlight some representative results on one selected topic per team.

Optimistic replication algorithms and group awareness for distributed collaborative
editing In order to provide efficient data availability, data is typically replicated and users are
allowed to concurrently modify replicated data. In the context of massive updates (e.g. wikis
with large amounts of contributors and a high frequency of changes), one of the challenges is
to develop optimistic replication algorithms that maintain consistency of the shared data under
concurrent modifications. A second challenge is to provide group awareness that helps users track
the changes that other collaborators have made to shared data and avoid potential conflicts or
redundant work.

The COAST team has long experience and recognized expertise on CRDT (Commutative
Replicated Data Type) that is widely used as data structure for synchronisation of replicated
data.

The team designed new optimistic replication algorithms for rich content wikis allowing real-
time collaboration and automatic merging [71]. The proposed merging solution is based on an
operational transformation approach for which we defined operations with a high-level semantic
capturing user intentions when editing wiki content such as move, merge and split. Our solution
is the first one that deals with high level operations, while existing approaches are limited to
operations of insert, delete and update on textual documents.

For further improving the existing CRDT-based solutions, three additional new results were
obtained. The first is a selective undo mechanism that relies on an abstraction captuing the
semantics of concurrent undo and redo operations through equivalence classes [281]. The second
result is a CRDT for sequences which embeds a renaming mechanism [396] where elements are
reassigned shorter identifiers in an uncoordinated manner. Experimental results demonstrate
that this mechanism decreases the overhead of the replicated data structure. The third result is
the design of a CRDT for relational databases [298].
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For experimenting CRDT algorithms without suffering from the bias or limitations of the
existing systems, the team also designed and developed MUTE (Multi-User Text Editor) [360],
a peer-to-peer web-based real-time collaborative editor (nstps://github.con/coast-tean/me/) Where users
share their data with the collaborators they trust without having to store their data on a
central place. MUTE features high scalability and supports offline collaboration. It relies on
LogootSplit !, a CRDT-based consistency maintenance algorithm for strings that can be seen
as an extension of Logoot CRDT algorithm for unit elements (e.g. characters). It also includes
now an additional algorithm for strings based on the RGA algorithm [177]. MUTE is provided
as a free software under GNU Affero General Public License.

Our proposed algorithms have also been evaluated in large scale settings and compared to
popular real-time collaborative editing systems such as GoogleDocs and Etherpad [330].

In addition, we also studied the management and the resolution of conflicts based on colla-
boration traces of source code developed using version control systems such as Git and textual
documents obtained using real-time editors such as ShareLatex/Overleaf [355, 96, 394].

Our studies revealed importance of awareness mechanisms in collaborative systems. We there-
fore studied the balance between disturbance and awareness of concurrent updates and proposed
a solution allowing users to define focus regions without being disturbed by work of other users
[365].

The important part of the above mentioned results have been published in top level journals
and conferences of the domain, such as : Concurrency and Computation : Practice and Expe-
rience [71], Computer Supported Cooperative Work [96], Group [177], ECSCW [96], OPODIS
[281].

Optimization in transportation : Electric vehicle routing, charging and mobility on
demand The OPTIMIST team has produced important scientific contributions by dealing
with divers application domains (refer to the team report). We choose here to highlight some
significant results on the transportation related systems.

The research work of OPTIMIST on the vehicle routing problems (VRP) with in particular
electric vehicles (E'V) is among the first works in the literature. For instance, in [76] we considered
the Electric Vehicle Scheduling and Optimal Charging Problem. We discussed the NP-hardness of
the problem and provided two heuristics approaches. We also considered the periodic VRP with
electric vehicles in [236, 451, 452] in which a planning horizon of several periods is considered.
The objective is to minimize the total cost of routing and charging over the time horizon. We
proposed a constructive heuristics [236] and metaheuristics (LNS and ALNS) [264, 451, 452].
We have also integrated constraints to take into account ecological aspects such as the pooling
of the transfer sites and the pickups and deliveries [65, 212], and the profit per customer in the
case of limited resources [84, 229, 448]. In [84], we have proposed an extension of ALNS that is
competitive with the literature.

In contrast to the problems of routing, where mainly goods are transported, in mobility
problems we are interested in the transportation of persons, and the allocation of resources
for user demands. In the literature this problem is called dial-a-ride problem (DARP). The
magjority of the literature focuses on the static problem, where all transport requests are known
in advance. However, in practice the requests of users arrive progressively and the challenge here
is to provide efficient and fast (less than 2 seconds) methods for inserting user requests into

1. Luc ANDRE, Stéphane MARTIN, Gérald OSTER et Claudia-Lavinia IGNAT. “Supporting Adaptable Granula-
rity of Changes for Massive-scale Collaborative Editing”. In : CollaborateCom - 9th IEEE International Conference
on Collaborative Computing : Networking, Applications and Worksharing - 2013. Austin, United States, octobre
2013.
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the current vehicle routes. In [444] we developed an efficient two-phase procedure containing
an insertion heuristic and an ALNS algorithm. In [456, 145] we improved our approach by an
online reinsertion algorithm based on destroy/repair operators to reinsert requests rejected by
the online algorithm. This research theme is based on collaborations with companies (Padam,
Covivo) with our results partially integrated in the operational industrial tools.

The problem of energy management between the electric network and vehicle recharging
has led to the emergence of new combinatorial optimization problems. These problems require
the development of efficient algorithms to take into account the technical and technological
constraints of the vehicles and the electric network.

In [76] we have developed an exact EV recharging algorithm based on the formulation of
min-cost flow problem. In [459] we considered the EV charging scheduling problem where EV
arrive at random unknown instants. We considered single-phase charging EV in a three-phase
charging station. The objective is to build a real-time schedule that minimizes the total tardiness
subject to the technical constraints of the charging station. We proposed heuristics based on the
priority rule. While in [449] we studied the optimization of bus charging while complying with
technical constraints. We developed a decomposition-based heuristic approach.

The above results have made OPTIMIST as a recognized expert on electric vehicle routing,
allocation and charging optimization. This has also led to strong collaborations with industrial
partners.

In addition, part of those results have been published in high ranking journals and confe-
rences of the domain, such as : International Journal of Production Research [76], International
Conference on Computational Science and Its Applications [459], International Conference on
Computational Logistics [449, 452].

Monitoring programmable networks and encrypted traffic based on SDN, fog/edge
and crowdsensing The RESIST team has produced significant results (refer to team report)
in its four research axes : monitoring, analytics, orchestration and experimentation. We choose
here to highlight some main achievements in its network monitoring and management related
topics.

Internet ecosystem is fast evolving, introducing more security and flexibility. This calls for
developing new algorithms and frameworks, aiming to monitor SDN-based programmable net-
works and encrypted traffic, by using new network components like fog/edge and mobile devices,
and including crowdsensing-based analysis methods.

Programmable Network Monitoring.

SDN-based monitoring allows us to gather more valuable indicators by specifying or pro-
gramming monitoring tasks with a fine granularity [464]. Adding stateful monitoring capacity
is a major goal the community aims at. We proposed to use eBPF (extended Berkeley Packet
Filter) to apply finer filtering in comparison to OpenFlow. Our proposal guarantees line-rate ope-
rations and safety requirements even when programs are deployed on running network switches.
We have integrated our solution within the regular packet processing pipeline of Open vSwitch,
a major open-source software switch for OpenFlow, by extending the cache mechanisms. This
work has been published in SOSR, the ACM flagship conference on SDN [228]. We also proposed
a method to map Extended Finite State Machine (EFSM) models into a P4 switch to embed
detection of complex behaviors within the dataplane. We demonstrated its effectiveness and
efficiency against TCP protocol attacks [294, 154].

Encrypted Traffic Monitoring.
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While preserving user privacy is important thanks to encrypted communications, monitoring,
detecting and mitigating forbidden user actions are also needed to be compliant with security
policy. To deal with this antagonism, we proposed a new passive and transparent method to
infer user actions over HTTPS services (e.g. keywords used in a search engine) by extracting
and interpreting only meaningful meta-data derived from the encrypted traffic. We assessed this
approach on the Google Images Service although our approach is valid for other services [227].
We have not only designed a classifier for the HT'TP/1.1 protocol but also a classifier taking
into account the specificities of the HT'TP /2 protocol.

To the best of our knowledge, we were the first to propose an approach for monitoring en-
crypted HTTP/2 traffic. An in-depth analysis of this work appeared in the reference journal of
network management, IEEE TNSM [112].

Fog/Edge-based monitoring

By relying on small sized and geo-distributed infrastructures, the edge computing paradigm
aims at supporting low latency and high bandwidth requirements of next generation services.

After reviewing existing solutions [199], we found that most proposals did not allow a fine
grained decomposition of services in fog/edge computing. In particular, we investigated moni-
toring functions in [175]. To reduce as much as possible the footprint of the whole monitoring
service, we proposed to mutualize identical processing functions among different tenants while
ensuring their quality-of-service (QoS) expectations. To the best of our knowledge, this is the
first attempt to formally define the mutualized (monitoring) functions placement problem in a
multi-tenant environment since related works always consider identical flows (for example for
Service Function Chaining).

Crowdsensing-based Monitoring.

While data anonymization for mobile crowdsourcing is commonly achieved a posteriori on
the server side, we have proposed, in collaboration with the Inria Spirals team (Inria/Univer-
sité de Lille), a decentralized approach named Fougere[268], which introduces an a priori data
anonymization process resilient to location-based attacks. This work received the best paper
award at DAIS’19. In collaboration with social science researchers, we performed an exploratory
smartphone usage study with logs collected from users in the wild, combined with the socio-
demographic, technological and cultural information provided by them. We found significant
correlations between service usage and socio-demographic profiles and showed how sociological
information can be used to renew the official statistics and to recommend suitable applications
to potential users [193].

Part of the above results are published in the top-level journals and conferences of the
domain, such as : ACM Symposium on SDN Research (SOSR) [228], IEEE TNSM [294], [112],
International Conference on Network and Service Management (CNSM) [227], IEEE Conference
on Network Softwarization (NetSoft) [464].

In addition to the scientific value, these results have also led to strong industrial impact (e.g.,
implementation on open vSwitch and P4) as well as cross-disciplinary collaborations with social
scientists (e.g., crowdsensing).

Design and evaluation of smart cyber-physical systems The SIMBIOT team has
produced important results (refer to team report for more detail) on smart CPS design and
evaluation related topics.

Smart CPS (e.g., smart grid, autonomous collaborative drones and vehicles, etc.) combine
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physical, human, and computer elements with close interactions through high performance net-
works. Their complexity, the multiplication of the possibilities they offer and the risks they
present, bring to light new challenges that are at the heart of our research work.

One important result is the design of a CPS specification language dedicated to autonomous
UAV-based cyber-physical systems specification and programming that meet the safety require-
ment [279, 458]. This language has been applied to UAV based monitoring solutions for OIV
(Opérateurs d’Intérét Vital) infrastructures within CEOS FUI project. This UAV-based CPS
safety issue has also been addressed in collaboration with CRAN for fault tolerance in flocks
and drones in formation within one co-supervised PhD work [322, 204, 356, 82, 110, 283]. As a
CPS goes beyond the computing component, this UAV safety issue has also been addressed by a
hybrid smart parachute (HSP) [178] which was then developed as a SATT project by extending
our approaches towards general UAVs safety [179].

As UAV-based and more generally robot-based CPS are becoming more and more hete-
rogeneous and using divers IoT communication protocols, maintaining the quality and trust
constraints of the communication networking , as well as taking into account energy constraints
and optimisation are also challenging issues that we have successfully addressed [64, 90, 98, 120,
123, 124, 126, 139, 141, 143, 153, 309, 403, 158).

Our results on the UAV-based CPS have allowed us to be involved in several additional pro-
jects : 1) Interreg Grone project for UAV-based services (2017-2020), where an original nomadic
and accurate positioning system has been proposed [257] together with a patent FR2111970
deposited in 2021 [466]. 2) ANR Biofly rapid project for designing framework for UAV aiming
with the optimal components (software and hardware) and in particularly biomimetic drones
(2019-2021). 3) ANR CONCERTO on controlled mobility for UAVs (2020-2023).

A second major result is obtained on the CPS modeling and co-simulation, with a focus
on smart grid. Most modeling and simulation (M&S) questions about cyber-physical systems
(CPS) require expert skills belonging to different scientific fields. The challenges are then to
rigorously integrate each domain’s tools (formalism and simulation software) within the rigo-
rous framework of M&S process. Co-simulation is the way we adopted. For that, we proposed :
1) the specifications in DEVS formalism of a co-simulation framework which enables to inter-
connect several pre-existing and heterogeneous M&S tools [83], 2) DEVS wrapping of several
models/simulators (IP network with NS3 and Omnet++ simulators integration [14], IEC61850
standard with Omnet++, FMI Standard, Matlab, Netlogo), 3) a rigorous model and simulator
integration approach with development of a DSL [26], as well as hierarchical model composition
of models, methodology for the development of microgrid co-simulation, 4) Mecsyco middleware
implemented all these contributions (www.mecsyco.com) and was successfully applied for co-
simulation of cyber-physical energy systems (smart-grid with EDF R&D, hydrogen microgrids
in LUE IMPACT ULhys project, real-time industrial IoT with SCLE-SFE company, thermal
renovation with APHEEN student residence). Moreoever, Mecsyco has been selected as one of
the software used in ”Chaire Territoire Industrie et energie” project.

Some of the above results are either published in high ranking journals (e.g., IEEE Trans.
on Aerospace and Electronic Systems [110], IEEE Trans. on Intelligent Transportation Systems,
[126], Computer networks [143|, EEE internet of things [98], IEEE TII [123]) or have led to
industrial impacts.

2.1.5 Scientific production and quality

During the evaluation period of 2016-2021, Department 3 has produced 43 PhD thesis, 2
HDR, 99 journal papers and 138 conference papers in major venues, and 2 patents (one deposited
and one in pending for startup creation). In terms of the quality of the publication supports, we
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give below the list of top journals and conferences.

List of top journals in which we have published IEEE Transactions on Network and Ser-
vice Management (4) (75, 112, 152, 154, IEEE Communications Magazine (3) 9, 115, 1555, Computer
Networks (2) (o1, 143, Annals of Operations Research (2) 55, 122) , International Journal of Produc-
tion Research (2) (73, 76), Computer Communications (2) s, 151, Computer In Industry (1) (1o,
ACM Transactions on Internet Technology (1) (114, Concurrency and Computation : Practice
and Experience (1) (r1, Computer Supported Cooperative Work (1) 6], Journal of Membrane
Science (1) 100, Computers and Operations Research (1) (56, IEEE Transactions on Informa-
tion Forensics and Security (1) 11255, IEEE Communications Surveys and Tutorials, (1) (50, IEEE
internet of things journal (1) s, IEEE Transactions on Industrial Informatics (1) 23, IEEE
Transactions on Mobile Computing (1) 24, Episteme (1) 117, IEEE Transactions on Intelligent
Transportation Systems (1) [26).

Remark 1 : About 28% (28/99) of the papers of Department 8 have been published in these
journals.

Remark 2 : These journals are considered as top journals regarding their reputation and some
ranking algorithms. However, some papers published in other venues with a lesser ranking have
more citations than papers published in these journals, proving their interest for our peers. The
comment is valid regarding conferences as well.

List of top conferences in which we have published IEEE/IFIP Network Operations
and Management Symposium (NOMS) (8) 197, 230, 231, 235, 240, 242, 249, 250}, IFIP/IEEE Sympo-
sium on Integrated Network and Service Management (IM) (8) (215, 259, 267, 274, 306, 307, 308, 310],
International Conference on Network and Service Management (CNSM) (5) (190, 226, 227, 303, 307],

IEEE Conference on Network Softwarization (NetSOft) (5) (185, 420, 464, 222, 255], IELEE TWCMC
(4) (254, 276, 277, 299], IEEE Conference on Local Computer Networks ( ) [224, 262, 288], ACM Confe-
rence on Information-Centric Networking (3) es, 189, 2411, CIC (3) (182, 208, 232, CoopIS (2) (194, 247,
International Conference on Computational Logistics - ICCL (2) (a9, 4521, BPM (1) 221, ICSOC
(1) 218y, Group (1) 77, TrustCom (1) psy, SMDS, IEEE World Congress on Services (1) (298],
OPODIS(1) s1, DBSec (1) 243, ECSCW (1) 61, OpenSym (1) 1207, JCDL (1) pss), Interna-
tional Conference on Computational Science and Its Applications - ICCSA (1) 59, European
Conference on Evolutionary Computation in Combinatorial Optimisation - EVOCOP (Part of
EVoStar) (1) us0, IEEE/ACM International Symposium on Cluster, Cloud and Grid Computing
(CCGRID) (1) pes, ACM Symposium on SDN Research (SOSR) (1) (22s).

Remark 1 : About 39% (54/138) of the papers of Department 3 have been published in these
conferences.

Remark 2 : In the rapid evolving Web and Cloud domains, for timely reporting the latest findings,
researchers are used to privilege conferences than journals. This explains the high number of
conference papers compared to the journal papers.

Software Department 3 has produced 21 software. We just highlight some of them. Please
refer to the portfolio D3-1 and the teams’ reports therein for further information.

AntsRoute has been developed by OPTIMIST team as an optimization engine for electric
vehicle routing integrating electric vehicles recharging. An exclusive license is granted to the
startup Antsway (neeps://antsroute.con), created by OPTIMIST.

DISTEM (nttps://aisten. gitiavpages. inria.fr/index.nem ), developed by RESIST team, is a distributed
systems emulator, targeting HPC, Cloud and Big Data experimentation. It is largely used by
Grid’5000 community.
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GoMaCH, developed by SIMBIOT team, is the most advanced traffic adaptive multi-
channel MAC protocol for IoT [224]. GoMaCH has been implemented as open source code,
available on the RIOT OS platform ((https://github.com/RIDT—DS/RIDT/pull/SGlB).

MECSYCO (Multi-agent Environment for Complex System CO-simulation), developed by
SIMBIOT team, is a co-simulation software available on nttp://ww.necsyco.cons and distributed under
AGPL licence.

MIND is another software developed by OPTIMIST in collaboration with LRGP (UMR7274).
It allows to the synthesis and optimization of gas separation processes by membranes, where qua-
lity constraints on the process, and economical/physical data can be provided by the user to cus-
tomize the final solution. A first version was registrated under APP (IDDN.FR.001.460015.000.5.A.2018.000.3150C

MUTE (Multi-User Text Editor) is a collaborative web-based text editing tool developed
by COAST team that implements several advanced replication algorithms (nseps: //github. con/coast-tea
wmue/). 1t is under AGPL-3.0 License, and has 79 github stars.

SCUBA (nttps: //scuba.gitiabpages. inria.fr/aocs/) [465, 174], developed by RESIST team, is a tool suite
to automate the security assessment of industrial and general public IoT devices. It allowed to
prepare the creation in 2022 of the startup CybAT (nstps://wm.10ria.fx/5r/1a-startup-cybai-presente-scuba/ ) -

2.1.6 Academic reputation and appeal

Prix et distinctions. Department 3 has won 4 best paper awards at NTMS2016 [198],
IM2017 [354], DAIS2019 [268], and CNSM2021 [307]. The following members of Department
3 have received distinctions : Raouf Boutaba is 2019 Fellow of the Royal Society of Canada
(FRSC), Raouf Boutaba is the recipient of the Technical Achievement Award of the IEEE Com-
munications Society Technical Committee on Information Infrastructure and Networking (2016),
Raouf Boutaba is the recipient of the 2016 Donald W. McLellan Meritorious Service Award of
the IEEE Communications Society (2016), O. Festor has received the Dan Stokesberry award
(2019), J. Francois has received the IEEE Young Professional in Network and Service Mana-
gement award (2019), Enrico Natalizio was distinguished TPC member of IEEE INFOCOM in
2019 and 2020.

Invitations et visites. Department members were invited speakers at 61 international and
national events (refer to portfolio D3-1 for details).

There were in total 21 stays (visits) outside. F. Charoy, C. Ignat and G. Oster visited the
Department of Computer Science & Knoesis, Wright State University in 2016 and 2017 for
one month each. B. Linot spent 3 months at Wright State University in 2019 funded by her
LUE grant. M. Nicolas spent 2 months at Baltic University in 2019. F. Charoy visited the SOC
Team at UNSW Australia in september 2017. F. Charoy visited for two month IBM Research
Almaden and for 6 weeks Penn State University in 2019 as part of a sabbatical. B. Addis has
stayed 2 weeks in 2018 in Politecnico di Milano and Universita di Rome “Tor Vergata” (Italy).
A. Oulamara spent 4 months at the University of Kent at Canterbury, UK, in 2020. As part
of RESIST Inria international associate team NETMSS with University of Waterloo (2018 -
2020), 7 short visits (between 1 and 3 weeks) at University of Waterloo have been realized.
L. Ciarletta was invited at Georgia Tech, Atlanta for 2 weeks in 2017 which resulted in an
invention deposit "Maneuver Regulation for Accelerating Bodies in Atmospheric Conditions”
at the National Science Foundation in the USA. V. Chevrier was invited for one week at Kiev
University (KPI) in 2017. T. Paris stayed for two weeks in EPFL, Lausanne in 2020.

Projets et contrats. External fundings occupy the largest part of the total fundings of De-
partment 3. The department has obtained 10 European and INTERREG projects, 3 other in-
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ternational projects, 13 national projects (ANR, FUI, ...), 16 regional projects, 3 PIA projects,
8 contracts with companies and 13 CIFRE contracts.

Refer to portfolio D3-1 Section 8 for the list of projects during 2016-2020. In 2021, we
obtained H2020 AIQEDGE (01.2021-12.2023), amSud ANGEL (01.2021-12.2022), ANR Grifin
(2021-2024), and one industrial contract with Fair & Smart company (2020-2024).

Editorial and organizational activities.
Program and Paper Committees.

The department members participated for more than 200 times to the TPCs of the major
conferences of our domains. In particular : BPMDS, EDOC, ICSOC, IEEE CLOUD Compu-
ting, ICWS, SCC, WISE, CHI, CSCW, ICSOC workshop CooplS, ICORES Algotel, ROADEF
CNSM, NOMS, IM, NetSoft, Networking, RTNS, WFCS, ICUAS, INFOCOM, GLOBECOM,
ICC, SECON, MASS.

Editorial responsibilities.

The department members were/are editors or associate editors of 16 journals : IEEE Transac-
tions on Service Computing, International Journal of Services Computing, International Journal
of Next Generation Computing, Journal of CSCW (Computer Supported Cooperative Work),
Service Oriented Computing and Applications Journal (Springer), Wiley International Journal
of Network Management, IEEE Transactions on Network and Service Management, Springer
Journal of Network and System Management, IEEE Journal on Selected Areas in Communi-
cations, Elsevier Vehicular Communications, Elsevier Computers and Electrical Engineering,
Elsevier Computer Networks, Springer Real-time systems, Elsevier Ad Hoc Networks, Annals of
Telecommunications, Elsevier Digital and Communication Networks.

Steering committees and conference TPC' chairs/co-chairs.

Co-chairs of the Program Committee of ECSCW 2018, General co-chairs of ECSCW 2018.
Workshops & Masterclasses Co-Chair at ECSCW 2021, co-chair of the Demo and Poster Program
Committee of ECSCW 2018, co-chair of the PhD Forum for ICSOC 2016, Steering committee
members of European Society for Socially Embedded Technologies (EUSSET). NOMS2016 ex-
perience Track co-chair and workshops co-chair, NOMS2020 experience co-chair and tutorial co-
chair, NOMS2018 demonstration co-chair, MANIFI2016, AIMS2016, 2018, ANNET2017, 2018,
2020 general chair, IM2019 experience track co-chair, tutorial chair, and the workshop HotNSM,
CNSM2016, 2019, DISSECT2017, 2018, 2019, 2020 general co-chair, ilOP2016, TMA2019, NET-
SOFT2016 tutorial co-chair, 2018 demonstrations co-chair, 2018 workshops co-chair, 2019 work-
shops co-chair, manTwoblock2018, ETSN2018, 2019, ICBC2019 demonstration co-chair, CLOUD-
NET2020 keynote co-chair, BRAINS2020, MSN2020 track co-chair, NETWORKING2020 demo
track co-chair, IM2021 general co-chair, BRAINS2021 general co-chair, RTNS2019 TPC co-chair.

Conference and Workshop organizations.

The members of the department have also been involved in the following organization com-
mittees of conferences/workshops, such as : Fifteenth International Workshop on Collaborative
Editing Systems in conjunction with CSCW 2017, ECSCW (European Conference on Computer-
Supported Cooperative Work : The International venue on Practice-centred computing and the
Design of cooperation technologies) 2018 In Nancy, Workshop on Social science insights for
large scale and mobile collaboration/networks at LORIA Nancy in 2017, SDN DAY 2016 - Op-
timisation et algorithmes pour les réseaux SDN, NETSOFT2016 publications Co-Chairs, 2019
web chair, CNSM2016 publicity co-chair, IM2017 registration co-chair, 2019 publications co-
chair, NOF2018 publicity co-chair, NETWORKING2020 publicity co-chair and patrons co-chair,
NOMS2020 publication co-chair and publicity co-chair, RESSI’2018 organizing committee, REP-
PAR2017, Grid’5000/FIT School 2018, TILECS workshop 2019, ETR2017, ETR2021 (Real-time
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summer school), RESCOM summer school 2019, Forum FCH-Entreprises (2016, 2018, 2020),
Journées scientifiques FCH (Federation Charles Hermite).

Services as expert or evaluator.
Thesis and habilitation committees, Hiring committees.

Members of the department participated to hundreds of PhD defense committees (see www.theses.fr
for each member’s participations) They have also involved in various Universities, INRIA and
CNRS hiring committees. Refer to portfolio D3-1, team reports.

Non-local scientific responsibilities.

Several members of the department have been or are involved at national level in : 1 CNU
section 27 (F. Charoy, member and assessor), 1 CoNRS section 06 (Y.Q. Song, member), 1 ANR
committee (A. Oulamara, CES 22), 7 HCERES evaluation committees.

Moreover they ensured/ensure the following national and international level scientific respon-
sibilities : I. Chrisment is Deputy Scientific Director at INRIA, in charge of the national domain
of "Networks, Systems and Services, Distributed Computing”, J. Francois (IRTF NRMG) and
R. Badonnel (IFIP WG 6.6) are chair and co-chair in standardization and research organization.

Following members served/serve as experts at national and international levels : O. Festor
is a member of Scientific Councils of Orange , I. Chrisment is a member of Scientific Councils of
AFNIC, Enrico Natalizio was evaluator for American NSF proposals in 2020 and for ERC Conso-
lidator grant proposals in 2018 and 2019, C. Ignat is member of the Inria Evaluation Committee
and CRCN recruitment juries (Nancy, Saclay, Paris, Rennes, Grenoble), S. Contassot-Vivier
was expert until 2020 for the French Ministry of Research for evaluating international collabo-
ration proposals (DGRI-MEI), S. Contassot-Vivier was expert for the University of Bourgogne
Franche-Comté to evaluate the ability of non-French applicants to university positions, to eva-
luate internal projects, Y.Q. Song was expert for "fonds de recherche nature et technologies de
Québec” 2018, V. Chevrier was expert for Swiss National Science Foundation in 2016, for ”Cross
Disciplinary Program” of IDEX Université Grenoble Alpes in 2018..

Local scientific responsibilities.

O. Perrin was the head of the doctoral committee in computer science of the doctoral school
TAEM until 2020, F. Charoy is the head of the doctoral committee in computer science of the
doctoral school TAEM since 2021.

2.1.7 Life of the department

Seminars : Department 3 has organized 33 department seminars and 4 department PhD days
during the evaluation period. The research activities are essentially carried out at each team
level, with their own team meetings on specific research topics. The department seminars are
mainly invited talks, either from reputed researchers (e.g., A. Sheth in 2016, N. Asokan in 2017,
I. Akyildiz in 2019) or external candidats to different academic opening positions (PR, MCF,
CR). The department PhD days (open to all the lab), where all PhD students present the
positioning of their research problems, their original approaches and their achievements, provide
an excellent occasion to get a snapshot of the up-to-date research topics in the department.

Governance : The department manages opening faculty positions’ profile proposals, PhD sub-
ject/candidate selection for then competing the university PhD grants (UL doctoral contracts)
at the lab level, and the attribution of master level internship grants. They are processed with
permanent staff meetings.
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Recruitments : The number of the department permanent members has kept in total stable
(28 in 2016, 29 in 2021). There were 4 departures, with 3 new recrutements (1 PR in 2018, 1
MCF and 1 CR Inria in 2021). Three others colleagues have integrated our department from
Metz.

2.1.8 Long-term academic relations

We have developed fruitful collaborations with numerous international partners. In particu-
lar, we have collaborated with : The Arctic University of Norway, Wright State University (with
an Inria associate team), IBM Research Almaden, Politecnico di Milano, University of Kent, Uni-
versité du Quebec, Ghent University, University of Chicago, University of Luxembourg (with
an Inria associated team), International University of Rabat (with a CNRS LIA), Bundeswehr
University of Munich, University of Waterloo (with an Inria associate team, and Inria interna-
tional chair and ProfessoQUL), University of Yaounde (with an Inria associate team), SupCom
Tunis, Zhejiang University, Military Academy of Tunisia, University of Abomé Calavi.

We have also long term collaborations at the national and local levels (Refer to portfolio
D3-1, section 12, for more detail and co-signed publications).

2.2. Référence 2 : La production scientifique est proportionnée au potentiel
de recherche de I'équipe et répartie entre ses personnels

Homogénéité de la production scientifique entre les permanents. Voir DAE labo.
Accompagnement des jeunes chercheurs. Voir DAE labo.
Accompagnement des chercheurs qui reprennent ’activité recherche. Voir DAE labo.

Production scientifique des doctorants. 3.3 publications per PhD student in average, with
a strong involvement in the experimental platform based validation and software development.

3. Domaine 4 : Inscription des activités de recherche dans la
société

3.1. Référence 1 : L’équipe se distingue par la qualité de ses interactions
non-académiques

Department 3 maintains a particularly strong link with industrial and economic partners. In
particular, we had a high number of CIFRE contracts (13) with industrial partners : Orange (3)
and Thales (3), Bonitasoft (1), Open (1), Antsway (1), Padem (1), SCLE-SFE (ENGIE group)
(1), Xilopix/Qwant (1), Numeryx (1).

Besides the CIFRE contracts, we have also collaborated with industrial partners through 7
bilateral contracts. Open Group contract to work on Cloudware service composition (2016-2019
- 237k euros). Industrial project with RATP (2018-2019, 86 k euros). Routing and scheduling of
electric bus. PGMO 2018 (Fondation Mathématique Jaques Hadamard, 10 k euros). IMPRESS
the Impact of optiMization in PRocESs Synthesis - Projet (with EDF). Red Alert Labs (2018,
7.5k euros), An extension of the SCUBA tool suite was developed to verify the security require-
ments provided in Common Criteria format by the industrial partner. FPC Ingénierie (2017, 30k
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euros), Development of a dedicated monitoring probe for SCADA systems using process mining
techniques. MS4SG (Multi-Simulation for Smart Grid), contract with EDF R& D (2013 -2016,
400 k euros). Mecsyco-NG (mecsyco new generation), contract with EDF R& D(2016-2017, 140
k euros).

In addition we highlight our intensive transfer activities with 4 projects supported by the
SATT Grand Est region : BlueRoute for developing optimization software for electric cars sha-
ring, MIND for membrane optimization software, Hybrid Smart Parachute on UAVs safety and
Starburst on serious gaming platforms.

The department keeps a close link with its startups : Antsway (CIFRE PhD), Alerion (part-
ner of FUI Ceos, Interreg Grone, ANR Concerto). It is also preparing the creation of CybAl
startup on IoT security, based on SCUBA patent.

Finally we keep sustainable relationships with Bonitasoft that has integrated the results of
COAST team into its BMPaaS solution.

3.2. Référence 2 : L’équipe développe des produits a destination du monde
socio-économique

We can highlight the intensive transfer activities with 4 projects supported by the SATT
Grand Est region : BlueRoute for developing optimization software for electric vehicles sha-
ring, MIND for membrane optimization software, Hybrid Smart Parachute on UAVs safety, and
Starburst on serious gaming platforms.

The department keeps a close link with its startups through either exclusive license transfer or
continuous research supports : Antsway (CIFRE PhD), Alerion (partner of FUI Ceos, Interreg
Grone, ANR Concerto). It is also preparing the creation in 2022 of the startup CybAI (nceps:
/s Loria. £r/fr/1a-startup-cybai-presente-scuba/ ) , Dased on SCUBA patent.

RESIST team is strongly involved in Inria-Orange joint laboratory.

Finally we keep sustainable relationship with our traditional partners like Bonitasoft that
has integrated the results of COAST team into its BMPaaS solution.

3.3. Référence 3 : L’équipe partage ses connaissances avec le grand public et
intervient dans des débats de société

As most of the department members are faculties, they heavily involve in their teaching and
management activities.

Beyond the traditional teaching activity, we have developed 6 MOOCs, some are used by
training tens thousands of students over the world. For instance : Network Management, the
ANR FLIRT Project MOOC has a total of 16700 subscriptions from 77 countries, the MOOC
“Internet and Networks” has registered a total of 18430 subscriptions since January 2019, the
MOOC "Build Your First Android Application” integrated in Coursera has registered 330000
students, the MOOC ”Sécurité des Réseaux Informatiques” has over 5700 registered users from
November to December 2021.

In addition, at the national level, members have also strongly involved in research summer
schools (GDR RSD RESCOM 2019, Ecole Temps réel, Grid’5000, ...), and in the Scientific
Committee of RESSI (Rendez-Vous de la Recherche et de I’Enseignement de la Sécurité des
Systémes d’Information).

Members of the department also participated to different public events : "Rencontres Uni-
versité Entreprise” in Paris to demonstrate the collaborative editor MUTE (uctp://www.rue-act.con),
"Rencontre Inria-Industrie” (RII) in 2016, "Forum FCH-entreprise 2016, 2018, 2020” in collabo-
ration with the "Federation Charles Hermite” and 3 "poles de compétitivité”. Isabelle Chrisment
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was in charge of the scientific part of the 4th module "connecter le réseau” in the Class’Code
PrOjecCt hstps://project.inria.fr/classcode/classcode-in-english/, aiming at helping teachers and educators for
introducing computer science to children aged from 8 to 14 years old. Rémi Badonnel partici-
pated to Débats Grenats, February 2018, Metz, France, a round table on the theme of security
over its different forms, including risks induced by cyber-security. Lucas Nussbaum participated
to Libre sur la place 2018 in Nancy with "Plongée au cceur des communautés, De Debian a
I’Open Core”. Abdelkader Lahmadi and Isabelle Chrisment provided an article entitled ”Com-
ment évaluer le niveau de sécurité de vos objets connectés ?” in Binaire, Le Monde, June 2020,
https://www.lemonde.fr/blog/binaire/2020/06/26/comment-evaluer-le-niveau-de-securite-de-vos-objets-connectes/. Abdelkader Lah-
madi contributed to an article about Al and cybersecurity, ”Que peut I'IA pour la cybersécurité”
in Data Analytics Post. Abdelkader Lahmadi contributed to an article entitled "Le télescope
qui surveille le cyberespace”, Journal Le Point, 29 July 2021.
More details can be found in Portfolio D3-1, Sections 15-18.
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