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RSA-768
N = 1230186684530117755130494958384962720772853569595334

7921973224521517264005072636575187452021997864693899
5647494277406384592519255732630345373154826850791702
6122142913461670429214311602221240479274737794080665
351419597459856902143413

f = 265482057982680 x6

+ 1276509360768321888 x5

− 5006815697800138351796828 x4

− 46477854471727854271772677450 x3

+ 6525437261935989397109667371894785 x2

− 18185779352088594356726018862434803054 x
− 277565266791543881995216199713801103343120

g = 34661003550492501851445829 x
− 1291187456580021223163547791574810881

How does one find f and g from N?



Polynomial Selection for GNFS

Given N, we want to find two polynomials f and g such that:
I f and g have integer coefficients
I f and g are irreducible over Z
I f and g have a common root m modulo N
I f and g have small coefficients
I f and g have many roots modulo small primes

In this talk we will only speak about linear polynomial selection,
i.e., g has degree one.

Non-linear polynomial selection is not yet fully understood, except
when deg(f ) = deg(g) = 2 (Montgomery two quadratics), and in
the DLP case.



Size Property
Usually we measure the size of the non-linear polynomial f only.

f (x) = adxd + ad−1xd−1 + · · ·+ a0

Let F (x , y) be the homegeneous polynomial

F (x , y) = adxd + ad−1xd−1y + · · ·+ a0yd

lognorm(f ) = mins>1
1
2 log

(
s−d
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0
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0
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)

A lower bound for the norm comes from the middle coefficient of f



Polynomial Selection 1.0
Brian Murphy, Polynomial Selection for the Number Field Sieve
Integer Factorisation Algorithm, Australian National University,
1999.

Base m method:
1. Input: N, a positive integer m
2. Decompose N in base m with 0 ≤ aj < m:

N = admd + ad−1md−1 + · · ·+ a1m + a0

3. Take f = adxd + · · ·+ a0 and g = x −m
In general, we have aj = O(m).

However, if one first chooses a degree d and a leading coefficient
ad , and takes m = b(N/ad)

1/dc, then ad−1 = O(dad).



Root Property

Brian Murphy defined α(f ) to measure the root property of f .

The smaller α(f ), the better f is.

With a given α value, the average norm of f is reduced by expα.

RSA-768: we had α(f ) ≈ −7.30, which reduced the norm by a
factor about 1500.

One thus often considers the combined score:

E (f ) = lognorm(f ) + α(f )



Rootsieve
Polynomial selection consists in two stages:
1. size optimization: find a few polynomials f with small norm
2. rootsieve: optimize the root properties of those f and keep

the best one
f = 265482057982680 x6

+ 1276509360768321888 x5

− 5006815697800138351796828 x4

− 46477854471727854271772677450 x3

+ 6525437261935989397109667371894785 x2

− 18185779352088594356726018862434803054 x
− 277565266791543881995216199713801103343120

g = 34661003550492501851445829 x
− 1291187456580021223163547791574810881

If f is skewed, one can add multiples of g without increasing
much the norm of f :

f ′ = f + (ux2 + vx + w)g
Rootsieve: find integers u, v ,w such that f ′ has many roots
modulo small primes, i.e., a good α value.



Polynomial Selection 1.0 for c59

N = 71641520761751435455133616475667090434063332228247871795429

Take d = 4, a4 = 17.

m = b(N/a4)
1/4c = 254787999387056

f = 17x4 + 14x3 + 92162839397050x2

+ 112990054008451x + 67766784591317
g = x − 254787999387056

lognorm 30.05, α(f ) = 0.56, combined score 30.61



Polynomial Selection 1.0 for RSA-1024
A. Lenstra, E. Tromer, A. Shamir, W. Kortsmit, B. Dodson,
J. Hughes, P. Leyland, Factoring Estimates for a 1024-Bit RSA
Modulus, Asiacrypt 2003.
Appendix A gives polynomials of degree 5 to 9.

f = 2180047385355840 x6

− 3142872579455569636 x5

− 1254155662796860036208992514969847001569768 x4

− 12346184596682129311885354974311793670338999 x3

+ 326853630498301587526877377811152784944999520522 x2

+ 4609395911122979440239635705733809071478223546768 x
− 11074692768758259967955017581674706364925519996590997

g = x − 6290428606355899027255723320027391715970345088070

lognorm 100.02, α = −5.56, combined score 94.46



Polynomial Selection 2.0

Thorsten Kleinjung, On polynomial selection for the general
number field sieve, Mathematics of Computation, 2006

Thorsten Kleinjung, Polynomial selection, CADO workshop on
integer factorization, Nancy, France, 2008

Choose a degree d , a leading coefficient ad , a parameter P

Find m, ` such that ddad−1
d N −md is divisible by `2



Polynomial Selection 2.0 for c59

f = 3000x4 + 1026311x3 − 3186148008x2

− 5531789032354x + 412291028949240
g = 211092420527x − 13846210151047

lognorm 20.93, α = −3.37, combined score 17.56



Polynomial Selection 2.0 for RSA-1024
T. Kleinjung, Cofactorisation strategies for the number field sieve
and an estimate for the sieving step for factoring 1024 bit integers,
SHARCS 2005.

f = 1000000001002023904806000 x6

+ 269697895236768163056606416340 x5

− 6212838818608524196100227896844747498 x4

− 8471052513942755376507570481852462668136 x3

+ 73860891685131025550440825288937867970123111795 x2

+ 103239504258459269088961583772414261637624065053206 x
− 113943198561639198776937620503643872967091171901277555912

g = 514662055961724717752552412597334861 x
− 226511983014638262784476372319943180970205534545

lognorm 93.15, α = −8.20, combined score 84.95



Polynomial Selection 3.0
Shi Bai, Cyril Bouvier, Alexander Kruppa, P. Z., Better
Polynomials for GNFS, Mathematics of Computation, 2016.

1. generate a pair (f , g) such that Res(f , g) = N with whatever
method you like (Murphy, Kleinjung, ...)

2. if f = fdxd + · · ·+ f0 and g = g1x + g0, reduce by LLL the
following lattice (here for degree d = 6):

L =



s6f6 0 0 0 0 0
s5f5 s5g1 0 0 0 0
s4f4 s4g0 s4g1 0 0 0
s3f3 0 s3g0 s3g1 0 0
s2f2 0 0 s2g0 s2g1 0
sf1 0 0 0 sg0 sg1
f0 0 0 0 0 g0


The integer s represents the wanted polynomial “skewness”



A short vector obtained has the form

s6(λf6)
s5(λf5 + µg1)

s4(λf4 + µg0 + νg1)
s3(λf3 + νg0 + δg1)
s2(λf2 + δg0 + ηg1)
s(λf1 + ηg0 + ρg1)

λf0 + ρg0


and corresponds to

f ′ = λf + (µx4 + νx3 + δx2 + ηx + ρ)g

which also shares with g the root m modulo N



Analysis
By LLL’s theory, short vectors have norm about det(LtL)1/12.

Assuming g1 � g0, and f5 � sf6, det(LtL) ≈ f 2
6 g10

0 s32.

Thus short vectors have norm about f 1/6
6 g5/6

0 s8/3, and the middle
coefficient of f ′ is about f 1/6

6 g5/6
0 s−1/3.

We want to avoid that g is a short vector, thus we want:

f 1/6
6 g5/6

0 s8/3 � g0

s8/3 �
(
g0
f6

)1/6

s �
(
g0
f6

)1/16



This gives the middle coefficient of f ′ about f 3/16
6 g13/16

0 .

Now since N = Res(f , g) = f6g6
0 + · · · , we have g0 ≈ (N/f6)1/6.

This gives the middle coefficient of f ′ about f 5/96
6 N13/96.

RSA-1024: N13/96 ≈ 5.3 · 1041, lognorm ≈ 96.08

• Kleinjung’s method controls the coefficients ad−2

• our method controls all coefficients globally



Polynomial Selection 3.0 for c59

f0 = 540x4 + 333x3 − 23604460805x2

+ 54548211699456x − 9766543585685
g0 = 47249588263x − 106207542799191

Res(f0, g0) = c59

f = 1080x4 + 540666x3 + 142166403x2

− 1839184384064x − 139953175243282
g = 47249588263x − 105000795043838

Res(f , g) = 2 · c59
lognorm 19.90, α = −1.77, combined score 18.13



Polynomial Selection 3.0 for RSA-1024
After LLL reduction of polynomial found by Lenstra, Tromer,
Shamir, Kortsmit, Dodson, Hughes and Leyland:

f = 1173597989242921482240 x6

− 43608157020293570037272873757855616 x5

+ 691958140341173987625035104743657545537 x4

+ 4505112021612087343709577481323301185973519 x3

− 17304452519439643403755585110507512764935257500 x2

− 28313100773851304238101962712925551719741165867633 x
+ 24996329564944807789602917136794373782308959799485325

g = x
− 6290428606355899027255723320027391722163288699413

Res(f , g) = 538336 · RSA-1024

lognorm 94.91, against 100.02 for the original polynomial



Polynomial pair found by Qingshu Meng using CADO-NFS revision
08f093c, with P = 107.

f = 151448400 x6

− 203489670366601592122200 x5

− 960953651899092573770502050054669 x4

− 1407532974044695171973176982146771751477 x3

+ 3559156543814006546215736268738742949699710911724 x2

+ 29805585971485768554689000707583997601628133810281178012 x
− 2118161944808497107029182319630759972640007262920209013608896880

g = 132450931230608801237 x
− 211371832060288225537316421302771767619243394668743

Res(f , g) = 100 · RSA-1024

lognorm 90.82, α = −10.25, combined score 80.57



An unpublished method

Input: an integer N to factor, a degree d , a leading coefficient fd
1. choose a prime `
2. for each root r of fdxd = N mod `
3. find m near (N/fd)1/d such that m = r mod `
4. decompose N in base (`,m)

N = fdmd + fd−1`md−1 + · · ·+ f1`d−1m + f0`d

5. let f = fdxd + · · ·+ f0 and g = `x −m
6. reduce f , g by LLL



For RSA-1024 and d = 6, f6 = 3603600 and s = 5 · 105 are near
from optimal.

LLL-reduced polynomials:

f = 3744091168611775581600 x6

+ 30288270510752869087672420706 x5

− 2511692829097312091444136112368093161 x4

− 1855696054164776855174455599558270049568070 x3

+ 38820610643962485367417072283614229306301907045200 x2

+ 7559744330987851579271616198955596624524769234173008994 x
− 35771654614635327086366307209824186377125015624075479240648747

g = 33083 x
− 182937102819972834389259308677783365493601039944917

Res(f , g) = 1038986338276106 · RSA-1024



Optimized polynomials:

f = 3744091168611775581600 x6

+ 47402863187047144778070691106 x5

− 2363720547805973984535129802390942191 x4

− 9300909578161625045042348475550334420323766 x3

+ 25985252208690346103918305424573557956412140395221 x2

+ 14577908108912183095560156485358266701303174163955491788 x
− 12877942333981244581968168689515496183472167620285469643741438

g = 33083 x
− 182937102819972834389259308677783365493575835694450

lognorm 95.84, α = −8.72, combined score 87.12



Questions

Is it better to use Kleinjung’s method before our LLL-based
method?

If so, what is the best P value to use in Kleinjung’s method?

Can we find a better lattice that would lead to smaller norms?


